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Intelligence Requirements 

HD, JRCB 8/ASST - Holtvlck 24 Sept 54 

Chief, P/P 
Deputy C/s 
Mr. Patton 

1. The Director has indicated his desire to submit to BBC IB at an early date a 
paper concerning guidance ■which la required, cn Intelligence Requirements. 

g. Inclosed Is a draft of a Staff Study which I propose to recommend that he use 
for this purpose. 

3. I should like to discuss this paper with you prior to delivering It to the 
Director. ¥111 you meet with me in Captain Agaev's office at 0930 Friday, 1 October, 
for this purpose? 



J. S. HOUTWICK, JR. 
Captain, U. S. Havy 

Kncl: A/s 
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To determine the fora end manne r in shich the requirement? of Intel- 
ligence for information from CQMINT sources should be presented to the 
COKES? -producing organisation. 

gAgas m aasctaaiow 

See Appendices A and B« 

coaetASioBs 

1. Intelligence requirements for information from CCMXNT sources 
must be stated In such a form that* 

a. Bach Is readily and accurately translatable Into CCMXST 
terms of reference. (Appendix B, TAB B) 

b. Bach can be categorised in terms of the type of intelli- 
gence the information specified might produce. (Appendix A, para. 7) 

g. In order properly to apportion COMtNT resource* and effort, the 
Director, MSA, requires guidance sfalch will permit the potential value 
of any one category of requirements to be veigbed against that cf any 
other category. 

3- In addition to the general guidance specified above, specific 
day -to -day guidance at the working level is desirable far each cate- 
gory of intelligence information requirements! and should be provided 
by the organisation, having primary interest in that category. 

I^CMMGHBATIOMS 

1. That IBCXB note and approve the Conclusions. 

B. That USC IB direct the Implementation of the actions Indicated 
therein. 
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PACTS AND DI3CUS'-I0N 

(Addition-*! Pacts and Discussion in Appendix B) 



CONCLUSIONS 

!« In order to control COMINT operations effectively, and to appor- 
tion COMINT -producing resources properly, the Director, N5A, requires gui- 
dance from the Intelligence community on Its requirements for information 
from COHINT sources. 

3. This guidance must be in such a fora that It la readily and ac- 
curately translatable into COMINT terms of reference (TAB B). 

y. This guidance must further be in a fora that will permit the re- 
lative potential value of any one category of requirements to be weighed 
against that of any other category. 

Given guidance in this for a, it is the reeponeibility of the Di- 
rector, NS A, to i 

a. Translate it into QOHXNT terms of refe rence. 

b. Determine which segments of the COMINT potential would, if ex- 
ploited, produce each category of information required. 

«. Determine the relative oast, in terms of resources and effort, 
of exploiting each segment. 

d. Weigh the relative cost of exploitation against the relative 
value of expected end-product as expressed by the Intelligence community. 

S. Determine which segments of the 00 MINT potential must be ex- 
ploited, and to what extent. In order to fulfil the requirements of the 
COMINT organisation for maintaining technical continuity and readiness to 
exploit segments of the OOMINT potential which might in the future require 
exploitation, 

f . Decide What proportion of total COMtNT resources and effort 
is to b e devoted to meeting (1) the Intelligence requirement* and (2) the 
COMtNT technical requirements. 

Decide what proportion of total COMINT resources and effort 
is to be devoted to exploitation of each segment of the OOMINT potential 
in order in satisfy these requirements, 

h* Allocate specific units of resources to specif ic efforts on 
specific segments. 
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$. The division 'between segments of the resources and effort devot- 
ed to satisfaction of Intelligence requirements should he subject to re- 
view and revision tor the Intelligence community, which should designate 
the body and the mechanism by which Its opinion and desires can he con- 
veyed to the Director, ASA. 

6. Actions taken by the Director, R3A, In carrying out all other 
responsibilities Hated In para. 4, are subject to review only by the 
USCXB, and to revision only as provided In ABCXD So. 9 . 

7. Intelligence information requirements can be properly evaluat- 
ed and weighted If they are subdivided into at least five broad cate- 
gories! 



g. Information on ACTIONS (military, political, economic) be- 
ing taken by Soviet (USSR an d al lied nations) governments ■ 

b. Information on fREPARATICHS for action being made by Soviet 
governmental . 

C. Information cn CAPABILITIES of Soviet governments ^ to carry 
out actions Which are potential subsequences of noted ACTIONS 0 ^REPARATIONS . 

d. Informat Ion cn REACTIONS at non-Soviet governments to Soviet 
actions, preparations or threats of action. 

«. Information on disposition, deployment, posture, or state of 
readiness of units at Soviet military and industrial farces. 

6. As a minimum requirement to meet the criteria set forth in paras, 
ft and 3 above, the Intelligence coromintty should: 

a. Segregate Information Requirements placed on the Director, 

USA, into the five categories defined in para. 7 above. 

b* Indicate to the Director, ASA, Initially and periodically 
thereafter, the relative value to it which information In each of the 
five categories listed would have. 

9 . It would be desirable, further to meet the criteria, to subdi- 
vide each of the categories listed into subcategorles compatible with 
COMINT terms of reference, and to assign relative weights of value to 
emdh of these subcategories. 

10. The current ARL does not adequately meet the stated criteria. 

11. It would be desirable far the Intelligence community to re-ex- 
amine Its arrangements far consumer representation in does proximity to 
COMINT production facilities, to Insure that adequate responsiveness to 
day-to-day fluctuations in specific Information requirements was provided 
for a ll categories. Requirements of the IXC of the Watch Committee do not 
nof have direct local ASA repres floatation • 
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1. She conduct of CdMftST operations nay be considered as being per- 
formed In the consecutive phases listed below: 

(a) Determining shat nofjt- U.8. camnamicationa links exist, and 
Identifying them. 

(b) Selecting the target: deciding which communications links 

are to be subjected to COMIHT attack. 

(c) Controlling coverage: deciding vhich collection facilities 

are to be used, at vbat times, and for ho* long. In order to obtain re- 
cords of the telecommunication trace missions which may occur an the cho- 
sen links- 

(d.) Collecting these records, by Intercept or other means. 

(e) Controlling processing: determining (l) what processing 

functions must be performed In order to extract Information from the col- 
lected records; and (2) where these functions can best be performed In or- 
der that Information derived thereby can be moat promptly delivered to the 
consumer to whom it la of greatest interest. 

<*> Controlling transportation: deciding the form and manner in 

Khich collected records are to be sent, and the route which they are to 
travel, from collection point to process ing polnt(s). 

(g) Transporting records to chosen destinations . 

(h) Applying processing techniques as necessary In order to ex- 
tract or make intelligible the factual information contained in or convey - 
«d by the transmissions concerned. 

(i) Controlling out-put: selecting those Items of factual Infor- 
mation which are significant (or moat Important) In providing intelligence. 

(j) Collating and Interpreting selected facts in order to pro- 
duce an Item of Intelligence Information. 

(k) Controlling distribution: deciding which consumers are to 

receive the items; by what means; and in what fans. 

(l) Publishing and distributing the item to chosen recipients. 
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1. St*, gardles* of the form In which guidance la r eceived, the ul- 
timate fora In which it will he uaed will he in CCHQ3S terns of refer- 
ence. 

8< She primary CCMXRS terns to which allocation of effort or re- 
sources are referred are those Which define links; groups of links which 
collectively farm a "ease"; and gre 

a "problem " , which can he expressed by one trigraph in thef 



"cases" which c ollectiv ely form 



]m CASE- 



BOOK natation. A group of "problems" (one or more, depending upon the 
country involved) form an "objective" In terns of the BBA Operations A~ 
aalysis Saak Index. 

3- She primary CCM33SS terms mentlcmed above are used in allocation 
Of collection activities, traffic analysis effort, and to a certain ex- 
tent, fusion effort, and in control of the reporting effort. It will be 
noted that the terminology la baaed first on a "national" (geo-political) 
breakdown; secondarily upon a breakdown by organisations (departments) 
Within nations; and, in the case of Buss la and Communist China, subdivi- 
sion of the secondary categories by areas or other entitles. 

k. Secondary CCMHK! terms of reference, used In allocation and con- 
trol of the other processing effort, are based on "types" of communica- 
tion* Which may occur an links studied. She "type" la determined by the 
degree of aacurlty protection (or lack thereof) given to messages trans- 
mitted. It will be noted that this Is fairly accurately translatable in- 
to terms of the security classification given to the textual content of 
the messages involved; this in turn affords a rough measure of what the 
sjmAer believes would be the value to an opponent (in this case, the 135/ - 
| [intelligence caanunlty) at the information contained In the text of 
the message. She "task” breakdown of objectives in the Operations Anal- 
ysis Sask Index is in consonance With this secondary CCKUfT terminology. 

5 • In the final analysis then, all ocat ion of C CHESS resources must 
be referred to the seme terms used in C CHINS operations. Shis means that 
resources must be apportioned between segments, each segment being com- 
posed of one "type" of communications occurring an a group of related 
"links" > Ska latter may be considered in any grouping which is most con- 
venient and workable; as Individual links, or "cases", oar "problems", or 
"objectives" . 
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1. The criteria which must be mat by &uy tana of presentation of re- 
quirements are j 

{a) acquirements must he readily translatable into, COMXNT terms 
of reference, i.e., segments of the CQMHIT potential. 

(b) The form must permit quantiative comparison between the im- 
portance cnr value of the satisfaction of one requirement end that of anoth- 
er. 



£. Although the intelligence community desires information which will 
reveal the intentions, capabilities, and disposition end amount of resour- 
ced of about 90 foreign nations, the following listed factors will fac- 
ilitate meeting the criteria specified, in drawing up requirements 1 

(a) Certain of this information, on certain nations, Is vital to 
national security, and should therefore be of primary, and equal, concern 
to oil consumers, whether they be departments and agencies, or commands. 

(b) The remainder of this information, on different nations, and 
on different organisations within each nation, varies In Interest and value 
between different consumers. It becomes of primary importance to the in- 
terested consumer only after battle is Joined; and his ability to utilise 
it Is contingent upon the degree to which the intelligence community as a 
Whole has received the information categorised in (a) above. 

(c) Within both categories, information on seme of the 90 for- 
eign nations is more valuable than the same type of Information on cithers, 

(d) It Is much more readily obtainable by non-OCSrfDSHP means on 
acme of the 90 than on others. 

1 a * fYwnv ~”* on any 11** of U.8. Intel - ! tirenei* remil rementu *n -infra*- 



Which we might have hope of reading while it was still timely. 



TAB C EO 3.3(h)(2) 

PL 86-36/50 USC 3605 
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$ . A secondary requirement is for « type of information which. will 
facilitate evaluation efthe first, i.e. Trill help to deduce what intent 
activated the action or preparations noted. Broadly, thin information con- 
cern* the gapehilltiea of the Soviet and Satellite nations to cany out any 
course of action which. is a potential subsequence of the actions or prepara- 
tions observed • 

6. Third in importance wicxng intelligence requirements are two cate- 
gories of information, quite different in nature. Belther category can, 
is a -whole, he given priority over the whole, or parte, of the other, 

Bach must be broken down into sub -categories in order to establish rela- 
tive importance ratings with respect to each other. One of these cate- 



1 . The other category cans lets of shat might be termed tactical in- 
telligence . It is intelligence information (on both military and industrial 
forces) vital to tbs conduct of military operations . Xn war time it would 
probably be given first priority. In a non-shooting war period, however, 
it is clearly lower on the priority ladder -than that described In paras . if 
end 5* above, and to certain of that delineated in para. 6. This is Clearly 
demonstrable by assuming that wo devote all CC30HT operations to deriva- 
tion of this type of information, and none to the others hereinbefore men- 
tioned. Thus, it might be possible to furnish the Cctndr . PEA? with com- 
plete information on the C2B, names, weights, and laundry numbers of pi- 
lots, and mechanical and navigational ability of planes and crews of the 
iovlet air force opposing him an the Asiatic Frontier. Unless, however, 
information was available to alert him that these were preparing to go in- 
to action against him, this Information would be primarily of historic in- 
terest - the FSAF might know exactly who clobbered them, and with precise- 
ly what, for what small satisfaction that would be to any survivors . 

8. Information requirements have thus been sub-divided into five 
broad categories: 

Infor ma tion on: 



Any presentation to HSA of information requirements by the intelligence 
community should be, at a minimum, broken down primarily into these cate- 
gories. Furthermore, U5CXB should, at a minimum, advise the Director of 
the relative weight or importance to be accorded to each of these five 
categories . 
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9* A. further breakdown of each category la desirable ae ext aid to 
allocating BSA (and supporting) resources . Sub -categories of relative ia- 
portance within each basic category should be established to the wMftyHim 
extent which USCXB and its Xtf£C0M might find feasible. This is particu- 
larly important in the two categories mentioned in paras. 6 and 7* Re- 
actions of non -Soviet nations , and tactical Intelligence. 

10* The general guidsnci on requirements supplied by tTSGIB and its 
XNTCOM. mentioned In TAB C, must bs supplemented to _ certain degree by 
•pSdifio guidance from the Intelligenoe consumers. At present* this type 
of guidance is provided primarily for inf rotation requirements in the 
tactical Intelligenoe category, sad by persons who are primarily concerned 
with that type of information* The working arrangements and close colla- 
boration between consumers and producers in this field are badly deficient 
in the categories of Soviet bloc national actions, preparations, and cap- 
abilities. In view of the importance of these, there should be closer work- 
ing liaison between FRQD and direct representatives of those groups concern- 
ed with national indications - the IAC, Watch Committee, and National In- 
dications Center, 
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1. Resources must bo allocated to each segment of the CCWIST poten- 
tial in proportio n to the relative amount of Importance or value of that 
sag&kmt to the CCHIHT effort as a whole. This requires that such segments 
not only be arranged In priority order, but that each be weighted, i.a. 
compared, in amount of importance, with one another* 



£. Sxcept for technical information, the amount of loportence or val- 
ue of each segment depends upon the value to the Intelligence community of 
the information which could be produced from It. 



3* Allocation of effort to say such segment must be conditioned and 
influenced by consideration of two factors j the value of the information 
which could be produced; and the cost of producing it. Practically, this 
cost would be expressed in terms of resources end effort i the percentage 
of the available whole of each which would have to be utilised in order to 
produce all, or any part, of the information derivable freon that segment. 



4. She weighting and categorisation described in SAB C is but the in- 
itial step, cf course. In allocating resources. HBA must anallze each weigh- 
ted information requirement received to determine j (a) What case or cases 
(group of links) would be the most probably source of traffic which would 
produce this Information, (b) what type of processing (i.e. reeding plain 
text; DT/Aj studying groups at Type XX massages; recovering lower grade 
cryptosystems and reading messages sent In then: solving higher grade > 
systems and reading messages encrypted therein) would be required to ex- 
tract the Information from this traffic, (c) How much of this informa- 
tion might be expected to be derived from each type of processing (aee 
above) performed on this traffic, (d) What would be the cost of collect- 
ing this traffic and performing each type of processing an it - in terms 
cf coverage hours per day, volume of groups to be transmitted electri- 
cally and messages to be transported by courier, per day; number of proces- 
sing man-hours and machine hours per day required for non-tayptonalytic 
Aspects of processing; sad the probable total number of cryptanalytie man- 
days and machine hours which would be required for solution of the crypto- 
systems involved. 



5. Since there will be few Instances in which cases, and types of 
traffic -processing within them, are neatly congruent with any given infor- 
mation requirement, one other factor must be considered before USA decides 
cm allocations. Shat is - what other Information requirement (s) might al- 
to be partially satisfied by any type of processing performed on the traf- 
fic from this case, or group of cases? After determining the extent to 
Which each such other requirement might be satisfied, the relative impor- 
. tfmee of that requirement must be introduced as a factor which will en- 
able the relative value of attacking that case to be assessed, and com- 
pared with the cost of such attack. 




At Conduct of CQWSJT Operation* 
SAB B: CCMttfH term at Reference 

TAB Ct Information Requirements 
TAB Di Allocation of Effort 




